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Fraud and IT Auditing
Fraud is an intentional deception orchestrated by either an employee or a corporation for the objectives of personal gain. The general intention of fraud is to cause a personal advantage like profit through illegal means. The indirect consequence is that while one party gains, the other parties are harmed by the fraud. In the case of an individual committing the fraud, the person gains monetary benefits at the expense of the organization. When an organization orchestrates the deception, the organization is bound to gain while the public or other organization loses. Consequently, organizations develop mechanisms to close gaps that can be utilized to commit fraud (Lou & Wang, 2009).
The legal categorization of fraud falls under two major categories; civil fraud and criminal fraud. Civil fraud primarily involves intentional misrepresentation of facts with the intention to mislead. Criminal fraud is defined as a deliberate deception that involves theft. Civil fraud is legally punished through restitution or fines to correct the wrong. Criminal theft, such as identity theft is a felony crime whose penalties include probation, incarceration, and monetary fines. The definition of fraud is broad as such numerous crimes are covered. Examples of fraud include; identity theft, phishing, marketing scams, credit card fraud, debt cancellation, and insurance fraud. A majority of fraud operations have moved to online platforms where fraudsters scam individuals over the internet. IT frauds include; identity theft, phishing, internet sales.
Identity theft refers to a form of fraud where the criminal steals personal identity information and then uses the information while pretending to be the owner of the stolen identity. Using the information, one is able to gain access to a bank account, credit card, and other public services. Phishing mechanisms are used to steal information from victims where mimic websites are used to con unsuspecting users to enter their information. Social engineering approaches are used in telemarketing scams, where one pretends to be working for a large organization and duped victims into paying for services. Credit card fraud is one of the most common due to many people using credit cards. In this fraud, criminals steal credit card details and use the same to make purchases (Correia, Fournier & Skarboysky, 2015).
The fraud triangle describes a model used by auditors to understand the motivation for fraud. The triangle consists of three primary components that broadly categorize the motivation of fraudsters (Lou & Wang, 2009). The components are; opportunity, incentive, and rationalization. The opportunity component refers to a situation where a gap is available to motivate the occurrence of fraud. Circumstances that present opportunities for fraud include weak internal controls, the culture of fraud, and inadequate accounting policies. Incentive refers to a reward for committing fraud and can also be termed as pressure, which creates an individual mindset towards fraud. Incentive includes; bonuses based on meeting set targets, personal needs, and pressure to exceed superior's expectations. The third component, rationalization, refers to a justification of the individual committing fraud. Common rationalizations include wrong treatment, tone of upper management, lack of an option to meet personal obligations ("Fraud Triangle - Opportunity, Incentive, Rationalization," n.d.).
Auditor's role in the detection and assessment of fraud is included in the implementation of SAS 99(Zhang & Booker, 2018). The standard updated the role of auditors into the audit process to become ongoing. According to SAS 99, the auditor is required to gather information useful in the identification of risk, assess risks based on the organization's measures and controls, and finally respond to the results of the audit. The updated standard further allowed auditors to gather wide information to evaluate risks. The auditors are, therefore, expected to avoid relying on organizational standards that are prone to bias. According to SAS 99, the key to effective audit is synthesis of identified risks.  Consequently, a three-step process was defined, including risk identification, risk synthesis, and auditor response to the effective audit process (Ramos, 2003).
The responsibility of the fraud and IT auditor is to detect and prevent potential fraud loopholes. A clear understanding of risk assessment, control verification, and internal mechanisms is essential in this role. Internal controls include rules, policies, and practices implemented by a firm to prevent, deter, and detect fraud. Specific risks include a number of risks an entity has identified with a high probability of risk occurrence. Specific risks form the basis of an effective audit process where risk synthesis is done to evaluate the effectiveness of the system. Considering the integration of IT into business operation systems, there's a need to integrate the process and control into IT functions. The benefit of this approach is that it makes the work of auditors be integrated into the business process (PCAOB, 2005).
In conclusion, fraudsters are moving to the information internet where they can widen their scope of attacks and victims. Consequently, the role of fraud and IT auditors has become critical to organizational operations. The modern approach to fraud audit relies on specific risks, process control measures, and risk synthesis.
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